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1. IEJIN 1 3BAJIAYM U3YYEHUSA JUCHUITTIMHBI
Iles1 ocBOeHUS AMCHUIINHBI:
® OCBOEHHE CTYJCHTOM OCHOBHBIX METOJIOB M CPEJICTB aHAJIN3a POTPAMMHBIX peasln3aluii;
e opranuzanus 3amuTel [10 0T BO31eHCTBUI BPEIOHOCHOTO XapaKTepa;
3agaum ocBOEHUS IMCHUILUINHBI:
e (QopMupOoBaHHE HABBIKOB HKCHEPTU3bI KAUECTBA M HAJISKHOCTHU peaJIn3aluil IPOrpaMMHbIX
U TIPOTPaMMHO-ANIAPATHBIX CPEICTB 00ecTedeHrs MHPOPMALMOHHOM 6e3011acHOCTH;
¢ (opmupoBaHUE HaBBIKOB aHAJIM3a MPOTPAMMHBIX peau3aliiil Ha MpeaAMEeT HaTuIus
HEI0KyMEHTHPOBAHHBIX BO3MOXHOCTEH;
e (opMupoBaHUE HABBIKOB BBISIBIICHUS BPEAOHOCHOTO IPOrPaMMHOI0 00eCIeueH sl U
MPOrPaMMHBIX 3aKJIaJI0K;
¢ (opmupoBaHUE HABBIKOB OIICHKH OMACHOCTH Y OOHAPYKEHHBIX BPEJOHOCHBIX IIPOTPaMM;
® pa3BUTHE HABBIKOB IUIAHUPOBaHMS padoT MO JOKAIU3ALMHU TOCIEICTBUNA U IPECEUCHUIO
oOHapyKEHHOH aTaKwu;
® pa3BUTHE HABHIKOB OPTaHU3AIINHN aHTHBUPYCHOW 3aIUTHI,
e (QopmupoBaHHE HABBIKOB 3aIUTHl NPOTPAMMHBIX pealu3alll OT U3YyYCHHS U
MoaubUKaIIH.

2. MECTO JUCHHUIIJIMHBI B CTPYKTYPE OIIOII
I[I/ICI_II/IHJ'II/IHa OTHOCHUTCS K YUCITY 63.30BI:IX JUCLHUIIIIMH U YUTACTCA B 5-m CECMCCTPC CTyACHTaAM
cnenuanbHOCTH «KoMIbroTepHas 6€30MmacHOCThY» 0YHOU (POopMBI 0O0OyUeHHUS.

JUis yCrenHoro u3y4eHus AUCUMILIMHBI HEOOXOAMMBI 3HAHHUS U YMEHUs, MPUOOPETEHHBIE B
pesyiabTaTe  OCBOEHUsSI  KypcoB  «Maremarndeckuit  aHanuzy»,  «lIporpammupoBanuey,
«nddepennuanbabie ypaBHEHUSY.

Pe3ynbraThl OCBOGHHS AMCUUIUIMHBI OyAyT HEOOXOAMMBI Ui JajbHEWIIero mporecca
oOyueHuss B paMKax IMOATAMHOTO (OPMUPOBAHHSA KOMIIETEHIMI MPU HM3yYEHUH CIEAYIOIUX
IUCUUIUIMH:  «MopaenupoBanue HH()OPMAIIMOHHBIX MpoIeccoBy, «TexHomorus pa3paboTKu
MPOrpaMMHOTO  o0ecreueHus», «AHaIU3  ySI3BUMOCTEH  MPOrpaMMHOIO  0OecredeHus»,
«TeOpeTI/IKO—‘-II/ICJ'IOBBIG MCTOJbI MTOCTPOCHUA AJITOPUTMOB U CUCTCM 3alllUThI I/IH(l)OpMaI_[I/II/I», a TaK¥XKe OJid
MPOXO0XKIACHUS PaKTHK, 3amuTe BKP u rocygapcTBeHHON UTOTOBOM aTTECTAllUH.

3. HIEPEYEHbD IINIAHUPYEMBbIX PE3YJIBTATOB OBYUEHUS 110 JTUCIHUIITIMHE
MOAYJIIO), COTHECEHBIX C IINTAHUPYEMBIMU PE3YJIBbTATAMHN OCBOEHUA
OBPA3OBATEJbHOM TPOTPAMMBI

[Iponecc wm3ydeHWsT AUCHUIUIMHBI «3allMTa MOporpaMM W JAHHBIX» HAmNpaBieH Ha
(hopMHUPOBaHHE CIETYIOIINX KOMIIETCHIIUH.

Kox u  HammeHoBanume  peanusyemoii | [lepeueHp IIaHUpYEMBIX pe3yJdbTaTOB OOYyYEHHUs IO

KOMIICTCHIIMH

TUCITUTUINHE (MOIYIIO), COOTHECCHHBIX C WHIUKATOPAMH
IOCTHKEHNST KOMITETEHIUN

[IK-1 Crniocoben ¢popMupoBaTh KOMILIEKC MEP
JUIA  3alIUThl  MHGOPMALUK OrPaHHMYEHHOTO
JOCTyIla, YIPaBJATh INPOLECCOM pPa3pabOTKH
MOJieJIe yrpo3 W MOJeled HapyIIuTeNs
0e30MacHOCTH KOMITBIOTEPHBIX CHCTEM

3HaTh:

OCHOBHBIE CPEJICTBA U CITOCOOBI 00ECTICUCHNS
nH(pOpMaITMOHHON 6€30TIaCHOCTH, TIPEIOCTABISICMBIC
CUCTEMaMHU YTIPaBJICHUS 0a3aMU JaHHBIX; - PUHIIUATIBI
MTOCTPOCHUS CUCTEM 3allUThl HH)OPMAITUU

YMers:

WCIOJIb30BaTh CPEJICTBA 3AIIHUTHI, TPEOCTABISICMBIS
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cucreMamu yrpasnenus KC;

- MPOBOAMTH 00OCHOBAaHUE U BHIOOD PALIMOHAIBLHOIO
pemmenus no 3amute KC ¢ ydeToM 3a1aHHBIX TPEeOOBAHMIMA
Bnanets:

HaBBIKAMU  pa3pabOTKH MOJEIM yrpo3 MW MOJENH
HapyIIUTENst 0€30MaCHOCTH KOMIBIOTEPHBIX CHCTEM

[IK-2 Crnioco0OeH oCyIIecTBISATh TECTHPOBAHHE
CHCTEM 3alIUTHl HHPOPMALNH KOMIIBIOTEPHBIX
cHCTeM

3HaTh: TpeOOBaHMS  HOPMATHBHO -  TEXHHYCCKUX
JOKYMEHTOB 10 TIPOBEJCHUIO CEPTUPUKAINU CPEJICTB
3alUThl MHQOpPMAIMM B KOMIBIOTEPHBIX CHUCTEMax IIO
TpeGoBaHUAM 0e30MacHOCTH HH(OPMAIIHY.

- CPEICTBa U CIIOCOOBI 00eceYeHUsT HH(POPMAIIHOHHOK
0€30MacHOCTH, TIPHHIHITBI TIOCTPOCHUS CHCTEM 3aIlUThI
HHpOpPMAaLTUH

YMers:

aHAJIN3UPOBATh U OLICHUBATH YTPO3bl HHPOPMAIIMOHHOM
0e30macHOCTH 00BEKTA

Bnaners:

METOJJaMH aHai3a 0e30MacCHOCTH HH()OPMALIMOHHBIX
CHCTEM; - HaBbIKaMH ()OPMUPOBAHHS TPEOOBAHHI 110
3anuTe nHGHOPMAIIUU

TIK-6 Crocoben
MaTeMaTUyecKue  MOZIEIHU
KOMITBIOTEPHBIX CHCTEM

pa3pabaThiBaTh
0€30I1aCHOCTH

3HaTh:
N3BCCTHBIC MATEMATUYCCKHUEC MOACIIN 6C3OHaCHOCTI/I
KOMHI:IOTepHBIX CUCTEM

YMmers:
aHAIM3UPOBAThH " OLICHUBATh yIpO3bI
nHPOpPMAIMOHHON  Oe30macHOCTH  O0BEKTa ¢

IIOMOINBKO HWHCTPYMCHTOB CTAaTUCTHKH, YHCJIICHHBIX
MCTOHOB, TCOPHUU AJITOPUTMOB

Bnaners:

cnocobaMu, METOJAaMHU H KPUTEPUSMHU  OIEHKHU
3¢ PeKTUBHOCTH  pealu3alid  CHCTEM  3allluThl
uHpOopMaIMU

4. OBIIAA TPYJOEMKOCTD JUCIIUITIJIMHbI

4.1. O0beM TUCHUILIMHBI B 32a4eTHBIX eIUHUIAX (Bcero) 4.

4.2. O0beM TMCHUILIMHBI 10 BUIaM Y4e0HOi padoThI:

KonuyectBo yacoB (opma oOydeHus - JTHEBHAS)
Bu eOHOI paboThI
ot P Beero B 1.4. mo cemectpam
1o
IJIaHy 5

KonrtakTHas pabota

00yJaromuxcs ¢ 72 72

penoaaBaTeaeM

AyJIUTOPHBIE 3aHATHUS:
o Jlekuuu 36 36

dopma A

Crpanuna 3u3 16




MunncrepcTBo Hayku u Beiciiero oopasosanus Poccuiickoit @enepaunu
Y IbsHOBCKHI TOCY1apCTBEHHBIH YHUBEPCUTET

®dopma

®-Pabouast mporpamMma o JHUCLHUILIHHE

o IlpakTuueckue u
CCMHUHAPCKUC 3aHATUSA

18

18

e JlabGoparopHbie
paboTsl
(;mabopaTopHbIit

MIPAKTUKYM)

18

18

CamocTosTenpHas
pabota

36

36

dopma TEKyIEero
KOHTpOJIA 3HAaHUU U
KOHTPOJIA
CaMOCTOSTEIILHOU
paboThl

JlaGopatopHsble
paboTHI,
TECTHPOBAHUE

Kypcosas pabora

DK3aMeH

Bcero yacos o
JOUCLIAIIIIMHE

144

144

Buasl npoMexxyTouHOM
aTTecTanuu (3K3aMeH,
3a4er)

9K3aMCH

OO01mast Tpy10eMKOCTh B
3ad. efl.

4.3. Conepxanue 1MCOMILIMHBI. Pacnpenenenne 4yacos mo remam U BUAaM y4eOHOIl padoThI:

®dopma 00yueHus oYHas
Buapl yueOHBIX 3aHITHIA dopma
AyAUTOpPHBIE 3aHATHUS TEeKYIIero
e prscaon | g, | e Juomr | S | Coner | onrpons
TeM Jlek ! 3HAHMH
gy | SAHATHS, padoTsl, BHOIi Hasi
CeMHMHAp | MPaKTHK popme padora
bl YMBI
1 2 3 4 5 6 7
Pa3nes 1. AHaIn3 nporpaMMHBIX peajin3anui
1. ITocranoBka 3agaun | 3,5 1 0,5 0 2 TECTUPOBAHUE
aHaJIM3a MPOrpaMMHBIX
peanu3anuii.
2. Merton 6 2 1 1 2 nmabopaTopHas
9KCIIEPUMEHTOB C pa0ora,
“depHBIM SLIUKOM . TECTUPOBAHUE
3.Cratuueckuii meton. | 6 2 1 1 2 nabopaTopHas
pabora,
TECTUPOBAHUE
4. JlnHaMUYeCKUi 6 2 1 1 2 nmabopaTopHas
METO/I. pabora,
TECTHUpPOBAHUE

dopma A
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®-PaBouas mporpaMma fo ANCUATLTHHE
5.0cobennoctu 5 1 1 1 2 nabopaTopHas
aHanM3a HEKOTOPBIX pabora,
BUJIOB IPOTPaMM TECTHPOBAHUE
Pa3znea 2. 3amura nporpaMMHBIX peaju3anuil
6. IlocranoBka 3amaun | 3 1 1 0 1 TECTUPOBAHUE
3aIUTHI TPOTrPAMMHBIX
peanu3anuii ot
U3YYCHHUS.
7. lunamMuueckoe 6 2 1 1 2 nabopaTopHas
W3MEHEHHE KOa pabora,
POTPaMMBI. TECTHPOBAHUE
8.MckyccTBeHHOE 6 2 1 1 2 nmabopaTopHas
YCIIO)KHEHHE pa0ora,
CTPYKTYpPBI IPOTPAMMBI TECTUPOBaHUE
9.HecrannaptHsble 6 2 1 1 2 nabopaTopHas
oOparnieHus K pabora,
byHKIUSIM TECTUPOBAHUE
onepanvuoOHHON
CHCTEMBI.
10.MckyccTBeHHOE 6 2 1 1 2 nabopaTopHas
YCIIO)KHEHUE pabora,
aJITOPUTMOB 00pabOTKH TECTUPOBAaHUE
JAHHBIX
11.BeisBienne dakra 6 2 1 1 2 naboparopHast
BBITIOJTHCHUS pabora,
IPOTPaMMBI 1101 TECTHPOBAaHUE
OTJITYUKOM.

Pa3nea 3. IlporpaMMHbIe 3aKJIa1KH, IYTH UX BHEPEHHs], CPeICTBAa U MeTOAbI IPOTHBOAEHCTBHUS
NPOrpaMMHBIM 3aKJIAAKAM

12. Ilporpammubie 4 1 1 0 2 TECTUPOBaHUE
3aKJIaJIKU U
(dhopManbHBIE MOJIEITH
HUX B3aMMOJEHCTBHUA C
aTaKyeMOH CUCTEMOI.
13. ®opmanbHas 6 2 1 1 2 nmabopaTopHas
MOJIETTh pabora,
“gaOronareis’. TECTUPOBAHNUE
14. ®opmanbHas 6 2 1 1 2 naboparopHast
MOJICITb “TiepexBat’. pabora,
TECTHPOBAHUE
15. ®opmanbHas 6 2 1 1 2 nmabopaTopHas
MOJEND “UCKa)xxeHue”. pabora,
TECTUPOBAHUE
16. Metoas! BHeapeHus | 7 2 1 2 2 nabopaTopHas
MIPOTrpaMMHBIX pabora,
3aKJIAJIOK. TECTHPOBAHUE
17. KomnbroTepHble 6 2 1 1 2 nabopaTopHas
BHUPYCBI. pabora,
TECTHPOBAHUE

dopma A
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18. CpencrBa u metos! | 8 3 1 2 2 nabopaTopHas
3aIUTEI OT pabora,
MIPOrpaMMHBIX TECTHUPOBAHUE
3aKJIa]I0K.

19. Opranuzanuonssie | 5,5 3 0,5 1 1 nabopaTopHas
U a]MUHUCTPAaTUBHbIC pabora,

Mepbl aHTUBUPYCHOM TECTHPOBAHUE
3aIIUTHI.

Ok3aMeH

Htoro 108 36 18 18 36

*-3aHSTHS TIPOBOJSITCS B UHTEPAKTUBHOU popMme

5. COIEP)KAHME JUCIATITAHBI (MOY.JIST)

Pa3nes 1. AHaaIm3 nporpaMMHBIX peajJnu3anui.

Tema 1. IlocTaHoBka 3asauM aHaAWM3a NPOrpaMMHBIX peanusanuil. [locraHoBka 3amaun
aHajiM3a MPOrpaMMHBIX peanu3anuid. AKTyaIbHOCTh 33/1a4d aHAJI3a MPOTPAMMHBIX peanu3aluid.
Oranel aHanM3a MpPOrpaMMHOM peanu3anuu. [loaxoxbl K BOCCTAHOBJIEHUIO AJITOPUTMOB,
peanu3yeMbIX TPOrpaMMON.

Tema 2. MeToa IKCIIEPUMEHTOB € “4YepHbIM SAIMKOM”. ONMCaHUE METOAa KCIIEPUMEHTOB C
“gepHBIM AIIUMKOM’. BapuaHTBl NOCTAaHOBKM 3a/add aHajlu3a MPOTrPaMMHON pealu3aluy IMpH
MPUMEHEHUH METO/Ma DJKCIIEPUMEHTOB C “depHBIM SIMKOM’. DP(HEKTUBHOCTL METOJIa
JKcrepuMeHTOB. HemocraTkum MeTona dKkcrepuMeHTOB. CBeieHHss 00 —aHaIU3UPyeMOM
MIPOrpaMMHOM MPOAYKTE, MOJTydaeMble METOJIOM 3KCIIEPUMEHTOB: (JOpMaT 3aroJIOBKOB OMHAPHOTO
¢aiina naHHBIX, HATMYUE WIH OTCYTCTBUE MapKaHTa B KPUIITOCHCTEME, 3aBUCHMOCTh MapKaHTa,
UCIOJIb3YEMOr0  KPUIITOCHUCTEMOM, OT TEKYIIEro BpPEMEHH, THUIl KPUOTOrpaduueckoro
npeoOpazoBanus. [Ipumep mpuMeHeHus: METOJa SKCIIEPUMEHTOB.

Tema 3. Crarunyeckuit meroa. OnucaHWe CTaTUYECKOTO METOJA aHalu3a MPOrpaMMHBIX
peanu3anuii. DQPGEKTUBHOCTh cTaTudeckoro Meroaa. JluzaccemOnmepbl W WX  yCIOBHas
kinaccudukanms. [IpobGnembl  peanu3anuy  alrOPUTMOB  JAM3aCCEMOTMPOBaHUS:  MpobdieMa
BOCCTAHOBJICHHSI CUMBOJIMUYECKUX WMEH, MpoOiieMa pazNudyeHHus KOMaHI M JaHHBIX, Mpodiema
oTpesieNieHUs] TPaHUIbl MAITUHHOW KOMaH[bl. THUIOBBIE OCOOEHHOCTH KOMIWISILIMM MPOTPaMM.
Huzaccem6bnep IDA Pro m mmarmn Hex-Rays u ux Bo3moxnoctu. Ilpumep npumeneHus
CTaTHUYECKOTO METOJa.

Tema 4. Jlunamuveckuii Meron. OnucaHue NTUHAMUYECKOTO METOAA aHAJIM3a MPOTrPaMMHBIX
peannzanuii. OTnaaka U oTIaTUMKU. PakTOpbl, OrpaHUYMBAIOLINE BO3MOYKHOCTH OTJIAJ4YUKA.
Mexanusm pabotsl otnaguuka. dmaru TpaccupoBku. Touku octaHoBa. OTIIaIOYHBIC PETUCTPHI U
anmnapaTHble TOYKU OcTaHOBA. JlOCTOMHCTBA M HEIOCTATKM alIapaTHBIX TOYEK OCTaHOBA. Metox
MasKOB. DTalbl aHaJu3a MPOrpaMMbl TUHAMHUYECKUM METOIOM. METOIbl MONCKa UHTEPECYIOLIEH
¢ynkuun. Meron MmaskoB. OddekTuBHOCTH MeTona MaskoB. Bpibop wmaskoB. Ilpumep
mpuMeHeHust MeTona MaskoB. Meron Step—Trace. OcobeHHocTH MpuMeHeHHs MeToaa Step-Trace.
D¢ dextuBHOCTE MeToma Step-Trace. Merox aHaim3a MOTOKOB BHYTPH Iporpammbl. Meton
anmapaTHOM TOYKH ocTaHOBa. D((HEKTUBHOCTH METOJa amnmapaTHOM TOYKH OCTaHOBa. Metoj
Step-Trace BToporo »srtama. Meroabl aHanmu3a wenaeBod (yHKIuM mnporpammsl. [lpumep
MPUMEHEHUS TUHAMHYECKOro MeToa. D¢ (HEeKTUBHOCTh IUHAMUYECKOTO METO/IA.
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Tema 5. Oco0eHHOCTH aHaJIM3a HEKOTOPBLIX BHAOB NporpamMm. OBepieilHble MPOrpPaMMBI.
[IpoGnembr ananmu3a oBepiciHbIX Tporpamm. [lucmeruep oBepseeB. [IpoOiembl aHamm3a
rpapuueckux mnporpamm non Windows. Monudukamus metona Step-Trace. Mcmonb3oBanue
Spy++. IlpobGnembl aHanW3a OKOHHBIX GYHKIMA MpOrpaMMbl W (QYHKIIUKA MPOTPAMMBEI,
BBI3bIBAEMBIX M3 HUX. [IpoOneMsl aHanmm3a nuanoroBblx (GyHKIME mporpamm. Ilpumep anammsa
rpadudeckoit mporpammel B OC cemeiictBa Windows. [Ipo6iemsl aHanu3a napaiiebHOTO KOJa.
[TpoGnembr ananm3a kona B pexxume siapa B OC cemeiicta Windows. CUCTEeMHBIE OTJIATYHKH.
Cuctemusblii otnaguuk Syser. OcoOeHHOCTH paboThl ¢ oTnaauukoM Syser. BcrmomorarenbHble
WHCTPYMEHTHI aHaliu3a mporpaMMm. MOHHUTOpP akTUBHOCTH mpoueccoB ProcMon. Bo3moxkHocTH
yrunutsl ProcMon. Ytunuta ynpasnenus nporeccamu Process Explorer. Bo3MoXHOCTH yTHINTBI
Process Explorer. CBoiicTBa mporieccoB, onpezensiembie yTuinuToi Process Explorer.

Paszgea 2. 3amura nporpaMMHBIX peajiu3amuii.

ITocTanoBKa 33724y 3alIUTHI IPOrPAMMHBIX peaju3anuii or usydeHus. IloctaHoBka 3amaun
3aIIUTHl IPOTPAMMHBIX pean3aluil OT M3y4eHHs BaXHOCTh 3aluThl MPOrpaMM OT aHaIM3a.
IIpynynHEl OTKa3a OT IPUEMOB 3aIlUTHI IPOIPAMMHBIX peanu3alui OoT aHaiusa. /JocTonHcTBa M
HEJIOCTAaTKHU 3allMThI MPOTPAaMMHBIX peanu3anuid oT aHanuza. [I[pumep nmporpammel ¢ 3alIUTON OT
a"anu3a. CriocoObl BKIIIOUEHUS 3aIUTHI OT aHAJIM3a B IPOrPAaMMHYIO pealIi3aluIo.

Tema 6. JuHamuueckoe u3MeHeHHe Kkoaa mnporpammbl. CrocoObl  OopraHu3aIuu
JTUHAMUYECKOT0 W3MEHEHUsi Kkojaa mporpammbl. [loHstue pacnakoBmmka. PacmakoBka Kkoja.
PacmakoBmuk UPX. IlpemmymectBa W HemOCTaTKM  pacnakoBmukoB. Ilommmopdroe
npeoOpazoBanue koaa. Haubonee mpocteie momuMopgHbie MpeodpazoBaHus Koia. «3acerBaHUEC)
KOJla «IyCThIIIKaMKu». BcTaBka B KOJ KOMaHJI YCJIOBHBIX IEPEXOJ0OB Ha Cilyd4ailHble ajapeca Mo
TOKIECTBEHHO JIOKHBIM YCIOBHSM. 3aME€Ha KOMaHJ CMHOHMMAaMHd. 3aMeHa PETrUcTpoB M (WIJIH)
JOKAJIbHBIX  TIEPEMEHHBIX,  HCIOJb3yeMBbIX  KoMmaHaamu. Hegocratku — moaumopgHBIX
npeoOpa3oBaHui.

Tema 7. HckyccTBeHHOE YCJIOKHEHHE CTPYKTYpPbI nmporpamMmbl. CriocoObl MCKYCCTBEHHOTO
YCIOKHEHUS CTPYKTYpPBl HpOrpaMMbl. BbI30B  (DyHKIIMM HECTaHIAPTHBIMH  CIIOCOOAMHU.
KocBennsiii Bb130B (pyHKIIMU. BBI30B (yHKIIMM MOCPEACTBOM MAIIMHHOW KOMaHIbI ret. BrizoB
¢byHkuMU yepe3 00pabOTYMK UCKIFOUUTENBHON CUTyalluu. BpI30B QyHKIIMH B OTJEIBHOM MOTOKE.
BrzoB (ynkiuu gepes myn norokoB worker thread. Bei3oB ¢yHKIIMM Yepe3 My MOTOKOB wait
thread. Br13oB pyHKIIMM Yyepe3 mepeqady HEKOTOPOMY OKHY HECTAaHAApTHOTO cooduieHus. BrzoB
byHKIMM 1O TaiimMepy. BBI30B (QyHKIMH dYepe3 TEpEUMCIICHHE JIOUYEPHHUX OKOH OKHa,
COZIep KalIero eIMHCTBEHHOE Jl0uepHee OKHO. BBI30B (QyHKIMHU depe3 MepeduciIeHUEe TIIaBHBIX
OKOH TPOTPaMMBI, UMEIOIIEH €MUHCTBEHHOE TTIABHOE OKHO. BBI30B (hyHKIIMHK Yepe3 TepeunciieHne
(haitioB MOAKAYKU CHUCTEMBI, HMEIOIICH eTUHCTBEHHBIN (aiin monkauku. Be3oB (yHKIMU yepes
ACHHXPOHHBII BBOA-BBIBOJ. HecTaHmapTHBIE CITOCOOBI CpaBHEHHUS JaHHBIX.

Tema 8. HecrangapTHble o0pameHuss K (YHKIUSM oONepanMoOHHONH cucTeMbl. CriocoObl
OpraHu3allii  HECTaHJAPTHOrO  oOpamieHuss K  (QYHKIUSAM  ONEpAlMOHHOM  CHCTEMBI.
Junamuueckuit ummnopt. Mcnons3oBaHue 0osee HU3KOYPOBHEBBIX CHUCTEMHBIX (YHKIMHA, YeM
00b19HO. Mcrionb30BaHne COOCTBEHHBIX pean3alliii CTaHAAPTHBHIX QYHKIUNA U KOMIOHEHT B OC
cemeiictBa  Windows. Mcnosnp3oBaHue  TOCpeIHMYECKOro  JpaiiBepa. Vcmosb3oBaHue
HECTaHJAPTHBIX IyTeH peanu3allud TeX WIM HHBIX CHCTeMHBIX (QyHKIuH. Monudukanus
TaOIUIIBI aIPECOB UMITOPTOB MTPOrPAMMBI B XO/I€ BBITIOJIHEHHUS TIPOTPAMMBI.
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Tema 9. HckyccTBeHHOe YC/IO0KHEHHMe AJTOPUTMOB  00padoTku  AaHHBIX. CrocoOsbl
UCKYCCTBEHHOI'O YCJOXHEHHUs alrOpUTMOB OOpaOOTKM HAHHBIX. MHOrOKpaTHO€ KOIHMPOBAaHUE
JaHHBIX C MecTa Ha MecTto. KonmmpoBaHue OJHUX M T€X K€ JaHHBIX C HCIIOJIB30BAHMEM I10
Ha3HA4YCHHUIO TOJHKO OJHON M3 Komwid. [IpuMeHeHWe K JaHHBIM CIIOXKHBIX TPEeoOpa3zoBaHUM.
Paz0buenue anroputMoB o0pabOTKM JaHHBIX Ha ()parMeHThl. YCIOKHEHHass 00paboTKa OIHOOK.
HckyccTBeHHOE yCloKHEHUE (popMaTa JaHHBIX. XpaHEHHUE JaHHBIX B HEOOBIYHBIX MECTAX.

Tema 10. BoisiBnienne ¢akra BBINOJIHEHHS TMPOrpaMMbl MNOA OTJATYHMKOM. CriocoObl
BBISIBIICHUS (DaKkTa BBINOJHEHUS TNPOTPaMMBbl TOJ OTIaaA4MKOM. Mcmonb3oBaHue (QYHKIUHU
IsDebuggerPresent. IlpoBepka KOHTPOJBHBIX CYMM YYacTKOB KOJa, KOTOpPhIE HE JOJDKHBI
U3MCHATBCA B XOA€ OGBI‘IHOFO BBIITIOJIHCHUA TIPOTpaMMBI. OTtcrnexuBanue JJIIUTECIIbHOCTHU
BBITIOJTHEHUS T€X WJIM MHBIX YYaCTKOB KOJa MporpaMMbl. HaBsi3pIBaHUE OTIaAYUKY JIO)KHBIX TOUEK
OCTaHOBa. 3acopeHHe KOHCOJIM OTJIaJYWKa MHOTOKPATHBIMH BBI30BAMHM CHCTEMHON (DyHKIMH
OutputDebugString.

Tema 11. BpisiBjieHMe  KOHKPETHBIX  OTJAJYUKOB 1O  KOCBEHHBIM  NPH3HAKAM.
Hcnonp30oBaHne OAHOTO U3 TPOLECCOB MPOTPaMMHON pealn3allid B KadyecTBE OTJIAJAYUKA.
Hcnonb30BaHWe MPOrpaMMHBIX OIMIMOOK KOHKPETHBIX OTJaJAYUKOB. 3aliUTa OT aHaiu3a
npaiiBepoB, BeIIOIHsIOMUXCS B pesxkume siapa OC cemerictBa Windows. IlepexBaT npepbiBanmii 1
U 3, UCNONBb3YEeMbIX OTJIAAUYUKaMH. AHAIU3 COAEPKUMOIO OTIAJ0YHBIX PETUCTPOB B IIENAX
BBISIBIICHUS alllapaTHBIX TOUEK OCTaHOBa. BpeMeHHOe mepeHanpaBieHne CTeKa TeKYIEero NoToka
Ha 001acTh OMEpaTUBHOM TaMsATH, J000e oOpalieHMe K KOTOPOW BBI3BIBAECT (aTaTbHYIO
UCKJTIOUUTENIbHYIO CUTYAIHIO.

Paszgen 3. [IporpaMMHbIe 3aKJIaIKH, IIYTH UX BHEPEHUsI, CPEACTBA H METO/bI
NMPOTUBOACHCTBHUS NPOrPAMMHBIM 3aKJIAIKAM.

Tema 12. IIporpaMmmHble 3akaagku W (opMajbHbIe MOJAEJH HX B3aNMOAEHCTBHSA C
arakyemoii cucremoil. OOmue cBeaeHus. [lonarume nporpammuoil 3aknaakud. OcCHOBHas
OIMacCHOCTh MPOTPaMMHBIX 3akiagok. Haumbosee wu3BeCTHblEe MpOrpaMMHbIe 3akiagkd. OOmme
cBeleHUss W  0a3oBble TOHATHA  (GOPMAIbHOW  CyOBEKTHO-OPUEHTHPOBAHHOW  MOJIEIH
KOMIIBIOTEpHON cucTembl. Hambonee wu3BecTHhle (QOpMaiIbHBIE MOJECIN B3aMMOACHCTBUS
MpOTpaMMHON  3aKJaJKM C arakyemMor cuctemoit. Kraccudukamuss THIUYHBIX  CXEM
B3aUMOJCUCTBUS IPOrPAMMHOM 3aKJIAJIKU C aTaKyeMOU CHUCTEMOM.

Tema 13. ®opmanbHas Moaedb “Habaogatenn”. Onucanme  (opMambHOW  MOIEIH
“nabmrogarens”’. OCOOEHHOCTH, BO3MOXKHOCTH M HEAOCTATKH MPOTPAMMHBIX 3aKJIaJIOK Kjacca
“Habmonatens”’. CKpBITBIM yNaJIEHHBIH KOHTPOJb 3apaK€HHOM CHUCTeMbl. JlOMOJHHUTEIbHbIE
3a/1aud, pellaeMble TPOrpaMMHBIMHM  3aKJIaJkaMu  Kjacca “‘HaOmromarens”.  [lpumepsr
nporpaMMHbIX 3akianok: Back Orifice, NetBus, Pinch. Kiuenr-cepBepnas apxurekrypa,
TpeOOBaHUsI K CEpBEpPHOM dYacTH W 000OmIeHHas cxema (QYHKIIMOHUPOBAHUS TMPOTPAMMHON
3aKJIaKH Kiacca “‘Habnromarens”’. MackupoBKa MPOTOKOJIA B3aUMOACHCTBHS KIIMEHTA U CepBepa
MIPOrpaMMHOM 3aKJIaJIKH Kjacca “HabmromaTess .

Tema 14. ®opmanbHas moaeab “mepexBar”. Omnucanwe (HOpMaTHLHOM MO “‘TiepexBaT .
OcHoBHBIE 00BEKTHI epexBaTa. CrocoObl mepexBaTa naposieil. AIroput™M padoThl epexBaTUNKa
mapoJied epBoro pojaa. AJTOPUTM pabOoThl KJIaBUATypHOTo (pruibTpa (TMepexBaTyMKa Maposiei
BTOPOTO poja). ANTOPUTM pabOThl 3aMECTUTENS MOJACUCTEMBI ayTeHTU(UKANK (TepexXBaTIMKA
napoJyied TpeTbero ponaa). MoHuTopsl (aitnoBeix cucreM. Mouutop cetu. [IpuHIMNIBI paboTHI
MOHHTOpPA CEeTH. THIBI CETEBBIX MAKETOB, MOAXOMSIINX IS epexBara. [IporpamMmHas 3akianka
KJ1acca “yoopka mycopa. JloCTOMHCTBA M HEIOCTAaTKU MPOTPAMMHBIX 3aKJIaJIOK Kilacca “riepexBar’
Ka)KJI0TO BHJIA.
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Tema 15. ®opMajbHasa Mojesb “HckaxkeHue”. Onucanue GopMalbHON MOJEIN “UCKaKeHUe .
Meroasl HECAaHKI[MOHUPOBAHHOTO MTOBBIILICHUS MTOJITHOMOYH I MOJIB30BATENEH.
HecaHKIIMOHMpPOBAaHHOE MCIOJIB30BAaHUE CPEACTB JUHAMMYECKOIO HM3MEHEHMS I1OJHOMOYUM.
[Ipumepbl HECAHKIIMOHUPOBAHHOTO HCIIOJNB30BAHUSI CPEIACTB JUHAMHYECKOTO HM3MEHEHHS
noHomounit B OC cemetictBa UNIX u Windows. Metoa mOpoXIeHHUST JOYEPHETO Mpolecca
CHCTEMHBIM IPOLIECCOM M €ro TeXHHUYecKas peanuszanus. Metoa Moaudukanuy MaliiHHOTO KOAa
MOHHTOpA 0e30MmacHOCTH 00beKTOB. Bapuanuu dpopmanbHOK Mozenu “‘uckaxenue”’. Crenc-
texHosoruu. Crenc-apaiiBep. DyHKIUH CTEJIC-IpanBepa.

Tema 16. MeToabl BHeApeHHUsI MPOrPaMMHBIX 3aKJIA0K. BHenpeHne mporpaMMHOM 3aKIaaKku
B aTaKyeMyl CHCTEMY B TEPMHHAX CyOBEKTHO-OPUEHTHUPOBaHHON Mmozenu. Kriaccudukarms
METOJ0B BHEJPEHUS MPOTrPaMMHBIX 3aKJIaJOK. MeToJ MacKHpPOBKHM MPOrPaMMHON 3aKJIAJKH MOJ
npukianHoe 110 u ero Bapuanuu. [Ipumep peanuzanuy MaCKUPOBKY IPOrPaMMHON 3aKIaJKH MO
npukiagHoe [10. MackupoBka nporpamMMHON 3akiaaku noj cucremHoe I10. Meroa moameHbl
cucremaoro [10. Breibop mporpaMMHOTO MOAyJsi s MOAMEHBI. BO3MOXHOCTH peanu3aiun
METO/]1a TOJIMEHBI CHCTEMHOTO MPOrpaMMHOro oodecredenus B coppeMeHHbIx OC. MeTo npsMoro
aCCOLIMMPOBAHMS TMPOTPAMMHOM 3aKJAJKU C MPOrpaMMHBIM MOAyJeM. MeToJ KOCBEHHOTO
aCCOLMMPOBAHUSA MPOTPaMMHOM  3aKJaJKd C MpPOrpaMMHBIM  MofayieMmM. (OcoOeHHOCTH,
JIOCTOMHCTBA M HEIOCTATKU KaXKJ10T0 U3 METOJI0B BHEIPEHUS TPOTPaMMHBIX 3aKJIa0K.

Tema 17. Komnbrorepuble Bupychl. DopManbHble ONpEAEIEHUS KOMIBIOTEPHOTO BHpYca.
CBoiicTBa KOMIIBIOTEPHOrO BHpyca. KpaTkas XpOHOJOTHs 3BOJIOLMH KOMIBIOTEPHBIX BUPYCOB.
TpeboBanusi K KOMIBIOTEPHOMY BHUpYCY. JlomonHHUTENbHBIE TPEOOBAHUS K BHPYCY B YCIIOBHUSIX
COBPEMEHHOW  omepanuoHHON  cucteMbl.  Crenc-mexaHu3Mbl B BUpycax. CmocoOsl
pacnpoctpaneHus BupycoB. CereBbie BUpychl. KpaTkas XpOHOJIOTHSI pa3BUTHUSI CETEBBIX BUPYCOB.
Bupyc MSBlast, ero Bo3HukHOBeHHE 1 0COOeHHOCTH. OCHOBHBIE KJIACCHl COBPEMEHHBIX CETEBBIX
BHUPYCOB. OnnaitH-BUPYCHI. ANTOPUTMBI (GyHKITMOHUPOBAHHUS
OHJIAaH-BUPYCOB. MeTonbl MOJMy4YEeHUsl NOCTyla K pecypcaM KOMIbIOTEepoB-xkepTB. [louToBbie
BUPYCHl. OTIMYUS MOYTOBBIX BUPYCOB OT OHJIAWH-BUPYCOB. DTambl pabOThl OYTOBOTO BUpYCa:
BBIOOP OuYEpelHOI KepTBbI, 3alOJHEHHE TEMbl U Teja 3JIEKTPOHHOTO MUChbMA, MPHUKPEIICHUE
BHpYCa K MUChbMY, OTIIPaBKa 3apayKEHHOTO MHChMa xkepTBe. CroCcoOBl pean3aiuy 3TanoB padoTh
IIOYTOBOIO BUpYCa.

Tema 18. CpencrBa M MeTOAbI 3alIUTHI OT MPOrPaAMMHBIX 3aKJAA0K. MeToAbl 3allUThI
KOMITBIOTEPHBIX CHUCTEM OT MPOTrpaMMHBIX 3aKJIagoK. OCHOBHbIE NPUHIUIIBI KOMIIBIOTEPHOU
CHUCTEMbl B OTHOIIEHUU MporpamMMHbiX 3akiafok. IlpuHmun munumuzanuu [10. ITpuHnmn
MUHMMH3ALUNA TIOJIHOMOYUN ToJib3oBaTens. KoHuenuus u30J1MpOBaHHON MPOTPAMMHOM CpEbl.
JlomomHUTEBHBIE TTPOTPAMMHBIE CPEACTBA 3aITUTHI KOMITBIOTEPHON CHCTEMBI OT MPOTPAMMHBIX
3aKkiagok. TpeOoBaHUS K MOMOTHUTEIHHBIM MPOTPAMMHBIM CPEICTBAM 3alIUTHl KOMITBIOTEPHOMN
CHUCTEMBI OT MPOTPAMMHBIX 3aKJaZoK. MeToasl OOphOBI C MPOrpaMMHBIMH 3aKJIaJKaMH B
KOMITBIOTEPHBIX cucTeMax. CKaHUpOBAHHME CHUCTEMbl HA NPEIMET HaJUu4usi ITPOrpaMMHBIX
3akyaiok. CUTHAaTypHOE CKaHMPOBAHHE. DBPHUCTHYECKOE CKaHMpoBaHUE. OCHOBHBIE MPU3HAKHU
HAJINYHS B CKAHUPYEMOM 00BEKTE KOMIBIOTEpHOro BHpyca. CriocoOs! “oOMaHa” 3BPHCTUYECKOTO
ckaHepa. JIOCTOMHCTBA W HEJIOCTATKH CUTHATYPHOTO M 3BPUCTHYECKOTO CKAaHUPOBAHUH.

Tema 19. Opranu3zanuoHHble W AAMUHHUCTPATHBHbIE Mepbl AHTHUBHPYCHOHM 3allUTHbI.
OCHOBHBIE MEPONPUATHSA [0 OPraHU3ALMOHHOMY COIPOBOXIECHHUIO AHTUBHUPYCHOM 3aIlMTHI.
HNHcTpykTHpOBaHUE MOJIb30BaTeell. BeIOOp MOMEHTa TPOBENCHHsI MHCTPYKTaXa MOJIb30BaTeNeH.
IIpocMoTp W aHanM3 JaHHBIX perucTpauuu W MoHMTOpuHra. KoHTponp kauecTBa
ayTeHTU(UKALMOHHBIX JaHHBIX I0JIb30BaTeseil. PerynspHble IpoBEepKU aJeKBaTHOCTU MTOBEACHMUS
JIULl, OTBCTCTBCHHBIX 3a O6GCH€‘I€HI/I€ aHTHBprCHOﬁ 3allUThl CCTHU, B CJIy4dYac YCICIIHBIX
BHUPYCHBIX aTak. PerynspHble HHCIIEKIIUU COCTOSHUSI aHTUBUPYCHOMN 3alUTHI.
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6. TEMbI IPAKTUYECKHUX U CEMAUHAPCKHNX 3AHATHI

1. TlepcrieKTUBBI CO3MaHUS BUPYCOB JUIsl MOOMIIBHBIX YCTPOUCTB Ha 6aze Android,i
Pod/iPhone.

2. BeuaBienue dakTa 3apakeHHUS KOMITBIOTEPA BUPYCOM M OIIPECIICHH THIIA BUPYCa, HE

WCIIONB3Ys aHAIM3AaTOPbl AaHTUBUPYCHBIX MTPOTPAMMHBIX KOMILIEKCOB.

Meron pacripocTpaHeHHs] BUPYCOB Yepe3 MOMYJsipHbIE COLIUATbHBIE CETH.

CnocoObI MPUMEHEHHUSI TEXHOJIOTHI «CETEBBIX YepPBE» IJIS 1eJIeH, OTIIMYHBIX OT

BaHJIaJIM3Ma U aTaK Ha JIOCTYIMHOCTh PECYpPCOB.

BrruncaurensHble MOACTU

Bupycsl B RASPM ¢ ABS

Knaccudukamnms Bupycon

VYrpoieHHas 3MuAeMHOJIOTHYECKast MOJenb: SI-Moenb

9. SIS-monens

10. Mognens Kepmaka — Makkenapuka (SIR-mozenb)

11. JIByxdakTopHas MOACIb

12. Mogenr AAWP

13. IToBeneHue 3NUAEMUOTIOTHYECKUX MOJIETIEH B CETSAX C pa3IMYHBIMUA TUIIAMHU TOMIOJIOTHIA

W

o =N

7. JABOPATOPHBIE PABOTHI (JABOPATOPHBIN IIPAKTHKYM)

[uxn mabopaToOpHBIX pabOT BKITIOUAET B ce0s1 3 00BEMHBIX Ja0OpaTOPHBIX PaObOTHI. 3a1auamMu
IHUKJIa ABJISAKOTCA:

o OCBOEHHUE OCHOBHBIX METOJIOB aHAJIM3a IPOrPAMMHBIX peaau3aluil Ha IPaKTUKE;

o OCBOEHHE MPUHLHUIIOB pabOThI C COBPEMEHHBIMH Tu3acceMOiepaMy U OTJIaJUUKaMHU;
o OCBOEHHME OCHOBHBIX METOJIOB 3aIUTHI IPOIPAMMHBIX pean3aliil OT aHAIU3a;

([ ]

OCBOCHHEC OCHOBHBLIX METOJOB OpraHMU3anuy 3aliUThl OT IPOIrPpaMMHBIX 3aKJIa10K 1 BUPYCOB
B KOMIIBIOTCPHBIX CUCTCMAX.

JlabopaTopnas 1. ITosTopenune. OcHOBBI padoThI ¢ accemMOIepoM.
Ilenp: TOBTOpPEHHE OCHOBHBIX JJIEMEHTOB s3bIKa acceMmOnepa M COOTBETCTBYIOIIMX
pueMoB pabOTHI ¢ acceMOIepoM.

Copepxanne pabOThL: TpOrpaMMa Ha S3bIKE acceMOusiepa s mporieccopoB Intel u ee
CTPYKTypa, OCHOBHBIC KOMaHIBI B s3bIKe accemOiepa misi mporeccopoB Intel, mpepsiBaHus,
¢aiinoseie onepanuu B OC Windows, acceMOiepHbIe MaKpOOIIPEICTICHHSI.

Pe3ynbpTar: KOHCOIBHOE MPHIIOKEHHE, PEATH3YIOIIEee PEIICHUE TIOCTABICHHON 3a/1a4H.

Meronudeckue yKazaHUs: BBIMOJHEHHE 3aJaHMsl JOJHKHO BECTHCHh C HCIOJIB30BaHHUEM
accem0OuiepoB u IDE cpen pa3zpaboTku.
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JlabopaTopHasi 2. AHAJIM3 NPOTPAMMHBIX peajiM3aluii.

Lenp: monyyeHre HaBBIKOB aHAIW3a MPOTPAMMHBIX peanu3aiuii, paboThl C OTIaAYUKaAMU
U qu3acceMOepamu.

Copneprxanue pabOThI: aHANINW3 MPOTPAMMHBIX peau3aldii METOAOM SKCIEPUMEHTOB C
“4epHBIM SIIIMKOM~ W €ro pPa3HOBUIHOCTH, CTAaTUYECKUWA METOJ aHalIu3a MPOrPAMMHBIX
peanu3anuii U ero pa3HOBUIHOCTH, JMHAMUYECKUN METOJ aHajau3a MPOrPpaMMHBIX pealu3aluil U
€ro Pa3sHOBHJIHOCTH, aHajJU3 OBEpJEHHBIX MPOrpaMM U OKOHHBIX MPWJIOKEHUH B
OC cemeiicta Windows.

Pe3synbrar: mongpoOHasi JAeMOHCTpalus pe3yiabTaToB paldOThl, OTYET O MPOJEIAHHON
pabore.

Metoauuecke yka3zaHus: BBINOJTHEHHE 3aJaHMsl JODKHO BECTHCh C HCIOJB30BaHHUEM
au3acceMONIepOB, OTJIAAYMKOB, M BCIOMOTATEIbHBIX IMPOTPAMMHBIX CPEICTB, OTYET IOJKEH
coJiepKaTh OAPOOHBIN aHATIN3 TIPOJICTAHHON pabOTHI.

JlaGoparopHas 3. 3amuTa NPpOrpaMMHBIX peaju3aluil 0T UCCIeI0BAHUS.

[lenb: moONy4YeHHWE HABBIKOB TIOCTPOCHHUS 3alllUTHl MPOTPAMMHBIX peajH3aldid  OT
UCCIICIOBAHMS.

Coneprkanue pabOThI: OpraHU3aNus ITAHAMHYECKOTO WM3MEHEHHUS KOJa IpPOTPaMMBI,
HCKYCCTBEHHOT'O YCIIOKHEHHUS CTPYKTYPHI IPOrpaMMBbl, HECTAaHIAPTHOTO OOpaIieHus K QpyHKIUIM
ONEPAllMOHHOM CHUCTEMBbI TPH pealu3alliil  MPOTPaMMbl, HCKYCCTBEHHOTO  YCIIOKHCHHS
arOpUTMOB  00pabOTKM  JaHHBIX B  MIporpamMMe, BBIABICHHS  (DakTa  BBITOJHEHHS
MPOTPaMMBEI IO/ OTIIATIHKOM.

Pe3ynbraT: KOHCOIBPHOE NPUIIOKEHHUE, pEeaTU3yIOllee peIIeHUEe IOCTaBIECHHOW 3ajaud,
noApoOHast AEMOHCTPAIUS PE3YIbTAaTOB pabOTHI, OTYET O MPOCIAHHON padoTe.

Metoauueckie yKa3aHHs: BBIIOJHEHHWE 3aaHUs JOJDKHO BECTUCh C HCIOJIb30BAHUEM
acceMOiepoB, au3accemOaepoB, oTaguukoB u IDE cpen pa3paboTku, oTueT JOJIKEH CONepkKaTh
MOJIPOOHBIN aHAIN3 POIETAHHON PabOTHI.

8. TEMATUKA KYPCOBbBIX, KOHTPOJIBHBIX PABOT, PE®@EPATOB
KypcoBsie paboThl, KOHTPOJIBHBIE pa0OTHI, pedepaTsl HEe TPETYCMOTPEHBI YUSOHBIM TLTAHOM.

9. MEPEYEHDB BOITPOCOB K DK3AMEHY (BAYETY)
1. 3HaTh NOCTAHOBKY 3aJjaul aHAJIN3a IPOTPaMMHBIX peaIn3aliuii.
2. 3HaTh ATanbl AHAIN3a MPOTPAMMHBIX peaTM3aIIHil.
3. 3HaTh ONMCAHKUE, BO3MOKHOCTH, JOCTOMHCTBA U HEAOCTATKU METO/1A SKCIIEPUMEHTOB C
“4epHBIM SITUKOM .

4. YMeTh NPUMEHATh METOJ] SKCIIEPUMEHTOB C “‘UEPHBIM SIIUKOM ™ IIPHU aHAIHU3E
MPOTPAMMHBIX peaTM3alHil.

5. 3HaTh ONMCAHKUE, BO3MOKHOCTH, JOCTOMHCTBA U HEAOCTATKU CTATUYECKOTO METOAA
aHaJIM3a MPOTrPAMMHBIX pEAIN3aLUN.

6. YMeTb IPUMEHTh CTATUYECKUI METOJI aHAIN3a IPOTPAMMHBIX peaanu3alyii Ha PAKTUKE.
7. YMeTh paboTath ¢ qu3accemMoiepamu.

8. 3HATh ONMCAHKUE, BO3MOKHOCTH, JOCTOMHCTBA U HEAOCTATKU AUHAMUYECKOTO METOAA
aHaJIM3a MPOrpaMMHBIX peasln3alui.

0. 3HaTh OCHOBHBIC METO/IbI TOMCKA HHTEPECYIOMICH (YHKIIUH B MPOTPAMMHON peaT3alliu.
10.  YMerb NpUMEHATh METO/ MAsKOB Ha IIPAKTHKE.

1. YMmets npuMensTh MeTon Step-Trace Ha mpaKkTHKeE.

12. YMeTb IPUMEHATh JMHAMUYECKUN METOJ aHAJIN3a IPOIPaMMHBIX pealu3anui Ha
IIPAKTHUKE.

13. NMeTs ipeacTaBieHne 0 MeXaHu3Max padoThl OTJIATIHKA.
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14.  VYwmertb paboTaTh ¢ OTIaMIMKAMU IPOTPAMMHBIX pealn3alui.

15. HmeTh npeacTaBiaeHus: 0 padoTe ¢ OTJIATYUKaMH YPOBHS sIpa.

16.  3HaTh 0COOCHHOCTH aHAIN3a OBEPJICHHBIX IPOTPAMM.

17.  3narth ocobeHHOCTH aHanm3a rpadgudeckux nporpamm B OC cemeiictBa Windows.
18.  Wmertpb mpenacraBieHust 0 BO3MOXKHOCTSX MakeTa yTiuT SysInternals.

19. 3HaTh MOCTAHOBKY 3aJa4M 3aIUTHI IPOIPAMMHBIX peAIU3alNil OT U3YYCHUS.

20.  3HaTh JOCTOMHCTBA U HEAOCTATKH 3alUTHI IPOTPaMMHBIX pealn3aliil OT aHaIu3a.
21.  3HaTh OCHOBHBIE CIIOCOOBI 3AIIUTHI MPOTPAMMHBIX pealu3alliil OT aHAIN3a

(IMHaMUYecKoe N3MEHEHHE KOJa MPOrpaMMBbl, HICKYCCTBEHHOE YCIIOKHEHHUE CTPYKTYPbI
IIPOTrpaMMbl, HECTaHAAPTHOE OOpaIieHue K (PYHKIIUSAM ONepalliOHHON CHCTEMBI, HCKYCCTBEHHOE
YCIIO)KHEHHUS aJITOPUTMOB 00paOOTKH JaHHBIX, BbISIBIIEHNE (haKTa BBIMOIHEHHS POTrpaMMBbl IO

OTJIQTUUKOM).

22. YMeTh peanu3oBaTh 3alIUTy MPOrpaMMHON peaii3allii OT aHAJIN3a Ha MPAKTHUKE.

23. Nmets npencraBineHust 0 CyObeKTHO-OPHEHTUPOBAHHON MOJIETH KOMIIBIOTEPHON CHCTEMBI.
24. 3HaTh onpeeeHre MPOrPaMMHON 3aKJIaKU U TIPEAbSIBISIEMbIC K HEH TpeOOBaHUS.

25.  3Harb OCHOBHBIE (POpPMaTbHBIC MOJIEIN B3aUMOJICHCTBHS IPOTPAMMHOM 3aKJIQJKH C
aTaKyeMOU CUCTEMOM.

26.  3HaTh AOCTOMHCTBA, HEAOCTATKU M MPUHIUIBI (PYHKIIMOHUPOBAHUS KaXKIO0H (popMaTbHON
MOJICJIA B3aUMOJICHCTBHUS MPOTPAMMHOM 3aKJIa/IKU U aTaKyeMOU cHCcTeMbl (“Ha0mroaaTens”,
’niepexBaT’, "UCKaKEeHUe”).

27. 3HaTh OCHOBHBIE METO/bI BHEAPEHUS MPOTrPAMMHBIX 3aKJIAOK.

28.  3HaTh AOCTOMHCTBA, HEAOCTATKU M MPUHIUIIBI (YHKIIMOHUPOBAHUS KaXKIOT'0 METO/1a

BHEJPEHHUS MTPOrPAMMHBIX 3aKJIa0K (MAaCKHPOBKA MO MpuKiIagHoe u cuctemuoe [10, monmena
cucremHoro 110, Merox npsIMOro U KOCBEHHOT'O ACCOLIMMPOBAHUS C IPOTPAMMHBIM MOJYJIEM).

29. 3HaTh ONpe/eieHIE BUPYCca U IPEAbIBISIEMbIE K HEMY TPEOOBaHUSI.

30.  3Harh KIacCUPHUKAIMIO U 0COOEHHOCTH (PYHKIIMOHUPOBAHMS KaXKI0TO Kiiacca
MIPOrPaMMHBIX 3aKJIaJJOK U BUPYCOB.

31.  3HaTh OCHOBHBIE CPEJCTBA U METOBI 3ALIUTHI OT IIPOIPAMMHBIX 3aKJIAJOK.

32. 3HaTh OCHOBHBIE OPraHU3allMOHHbBIEC U aIMUHUCTPATUBHBIE MEPHI AHTUBUPYCHOM 3aIUTHI.
33.  YMeTb opraHu3oBaTh 3aIIUTY OT IPOTPaMMHBIX 3aKJIaJ0K U aHTUBUPYCHYIO 3aIIUTY B

KOMIIBIOTEPHOU CHUCTEME.

10. CAMOCTOASATEJIBHASA PABOTA CTYJAEHTOB

Hazpanue pasnenos u Bunx camoctosTenbHOM paboTh O0beM B yacax dopma KOHTPOJIS

TeM

1. ITocTanoBka IIpopaboTka yaeOHOTO MaTepHana, 2 3ader, TeCTUPOBAHHE

3a/1a4d aHaJI3a MOJATOTOBKA K C/Iade 3a4yera

TIPOTPAMMHBIX

peanu3anuii.

2. Meron IIpopaboTka yaeOHOTO MaTepHana, 2 JlaGopatopnas padora,

9KCIIEPUMEHTOB C MOATOTOBKA K caye 3a4eTa, 3a4eT, TECTUPOBAHHE

“depHBIM SAIIUKOM . Ja0opaTopHbIe paboTHI

3. Cratuueckuii [IpopaboTtka yueOHOTO MaTepuaia, 2 JlaboparopHas paboTa,

METO/I. MOATOTOBKA K cIadye 3a4eTa, 3a4eT, TECTUPOBAHHE
JTabopaTopHbIe paboTHI

4. Junamuueckuit [IpopaboTtka yueOHOTO MaTepuana, 2 JlaboparopHas paboTa,

METOI. MOATOTOBKA K cIaye 3a4eTa, 3a4eT, TECTUPOBAHHE
n1a060paToOpHbIE paOOTHI

5. OcobenHoctr IIpopaboTka yaeOHOTO MaTepHana, 2 JlaGopatopnas pabdora,

aHaM3a HEKOTOPBIX MOJTOTOBKA K C/Iade 3a4eTa, 3a4eT, TeCTUPOBAHNE

BHJIOB MPOTPAMM. n1a00paToOpHbIE paOOTHI

6. ITocTanoBka IIpopaboTka yaeOHOTO MaTepHana, 2 3ader , TeCTUPOBAHUE

3a/1a4 3aIIUTHI MIOJTOTOBKA K C/Iade 3a4yera
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HpPOTPaMMHBIX

peanuzanuii ot

U3y4CHHUSL.

7. Junamuueckoe [Ipopabotka yueOHOrO MaTepuaia, JlaboparopHas pabota,
M3MEHEHHE KOJa MOATOTOBKA K cljaye 3a4eTa, 3a4eT, TECTUPOBAHHE
pOTPaMMBI. JabopaTopHbIe paboThI

8. HckyccTBeHHOE [Ipopabotka yueOHOrO MaTepuaia, JlaboparopHas pabota,

YCIIOKHEHHE CTPYKTYPHI
pOTPaMMBI.

MOATOTOBKA K cljaye 3a4eTa,
Ja0opaTopHbIe paboThI

3a4€T, TCCTUPOBAHUC

9. Hecrangaptabie
obparnieHus K GyHKIHIM
ONEPAIMOHHON CHCTEMBI.

IIpopaboTka yaeOHOTO MaTepHaa,
MOATOTOBKA K cl[a4ye 3a4eTa,
n1a00paToOpHBIE PaOOTHI

JlaGoparopnas pabora,
3a4eT, TECTUPOBAHHE

10. HckyccTBeHHOE IIpopaboTka yaeOHOTO MaTepHaa, JlaGoparopnas pabora,
YCIOKHEHHE MOATOTOBKA K clja4ye 3a4eTa, 3a4eT, TECTUPOBAHHE
aJITOPUTMOB 00pabOTKH nabopaTopHbIe padOTHI

JIAHHBIX.

11. BrisBnenue IIpopaboTka yaeOHOTO MaTepHana, JlaGopatopnas padora,

(baKTa BBITIOJTHCHUA
IporpaMMbl IO
OTJIaJYHUKOM.

MOATOTOBKA K cllaye 3a4eTa,
J1abopaTopHbIe paboThI

3a4€T, TCCTUPOBAHUC

12. IIporpammusie
3aKJIaJKU U (OpMaIbHbIE
MOJIENIU UX
B3aUMOJICHCTBUS C
aTaKyeMou CHCTEMOH.

[Ipopabotka yueOHOrO MaTepuaia,
MOATOTOBKA K cljaye 3a4yera

3auer , TECCTUPOBAHUC

13. dopmanbpHas
MOZEND “HaOIIONATEND .

IIpopaboTka yaeOHOTO MaTepHaa,
MOATOTOBKA K cl[a4ye 3a4eTa,
n1a00paTOpHBIE PaOOTHI

JlaGopatopnas pabora,
3a4eT, TECTUPOBaHHE

14. dopmanbpHas
MOJIeTTh “TiepexBat’.

IIpopaboTka yaeOHOTO MaTepHaa,
MOATOTOBKA K cl[a4ye 3a4eTa,
n1a00paToOpHBIE PaOOTHI

JlaGopatopnas padora,
3a4eT, TECTUPOBAHHE

15. dopmanbHas
MOJEHb “UCKakeHue” .

IIpopaboTka yaeOHOTO MaTepHana,
MOATOTOBKA K caye 3a4eTa,
JTa0opaTopHbIE paboTHI

JlaGopatopnas pabora,
3a4eT, TECTUPOBAHUE

16. Metonas!

[IpopaboTtka yueOHOTO MaTepuana,

JlaboparopHras paboTa,

BHEJ[PEHUS MOATOTOBKA K cIjaye 3a4eTa, 3a4eT, TECTUPOBAHHE
NPOTPaMMHBIX 3aKJIaJI0K. | J1abopaTopHbIe padOTHI

17. Kommerotepusie | IIpopaboTka yueGHOTO MaTepuaa, JlabopartopHras paboTa,
BUPYCHI. MOATOTOBKA K caye 3a4eTa, 3a4eT, TECTUPOBAHHE

JTa0opaTopHbIe paboTHI

18. CpencrtBa u
METO/IBI 3AIUTHI OT
MPOTPaMMHBIX 3aKJIa]I0K.

[IpopaboTtka yueOHOTO MaTepuaia,
HOATOTOBKA K C1aYe 3a4eTa,
n1a060paTopHbIE paOOTHI

JlaboparopHas paboTa,
3a4eT, TECTHPOBAHUE

19. OpranuzanoHHbBIE U
aJIMUHUCTPATHBHBIE
Mepbl aHTUBUPYCHOU
3aAIUTHL.

IIpopaboTka yaeOHOTO MaTepHana,
MOATOTOBKA K clja4ye 3a4eTa,
nabopaTopHbIe paOOTHI

JlaGopatopnas pabora,
3a4eT, TECTUPOBAHHE

11. YYHEBHO-METOJUYECKOE U THOOPMAIIMOHHOE OBECIIEYEHUE

TACIATLITAHBI

a) CriMcoK peKOMeHyeMoil TuTepaTyphl

OCHOBHaA

1. Ilepbakos A.1O., A.1O. lllep6akor. CoBpeMeHHas KOMIbIOTEpHAs: 0€30MacCHOCTh. TeopeTruecKue
ocHoBBI. [IpakTHueckue acrekTol. Y4ueOHoe mocooue. - M.: Kumkusbiid Mup, 2009. - 352 ¢. - ISBN 978-
5-8041-0378-2 - Pexxum moctyma: http:// www.studentlibrary.ru/book/ISBN9785804103782.html
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2. Buyxos, A. A. 3anura uadopmaiiun ;: yueOHoe ocodue s OakajgaBpuaTa M MarucTparypsl / A. A.
BaykoB. — 2-e u3n., ucnp. u gon. — Mocksa : M3patensctBo FOpaiit, 2019. — 240 c. — (Bricmee
obpaszopanue). — ISBN 978-5-534-01678-9. — Texkcr : anextponssiii // DbC KOpaiir [caiit]. — URL:
https://www.biblio-online.ru/bcode/444046

3. 3amwra nHpopManuy : y4ed. mocodue Ui CTYACHTOB BY30B 110 HAIIPABJICHHUIO MIOATOTOBKH
"NH(}HOKOMMYHHUKAIMOHHBIE TEXHOJIOTHU U cucTeMbl cBsizn'" / A. I1. XKyk [u ap.]. - 3-e u3n. - Mocksa :
PUOP : Uudpa-M, 2018.

JOMOJHHUTETbHAS

1. bopucos A.b., KommenTapuii k rpakJaHCKOMY KOJIEKCY pOCCHIICKON (enepayy 4acTH 4YeTBEpTON
(mocrarteiinsiit). [IpaBoBoe perynupoBaHue OTHOLICHUH B cepe HHTEIIIEKTyalbHOl coOocTBeHHOCTH. C
nocTaTeHBIMU MaTepralaMi M MPaKTUIECKUMH Pa3bICHEHUSAMHI. ABTOp KOMMEHTApHEB U COCTaBUTEIh
- A.b. BopucoB - M.: kHKHBIH Mup, 2007. - 288 c. - isbn 978-5-8041-0286-0 - pesxuM gocTyma:
http://www.studentlibrary.ru/book/isbn9785804102860.html

2. ABepueHkoB, B. I. 3amiuTa nepcoHalbHbIX JaHHBIX B OpraHusaiuy : MoHorpadus / B. 1. ABepueHkoB,
M. 1O. Porros, T. P. I'afinynun. — BbpsiHCK : BpsIHCKHH TOCY1apCTBEHHBIN TEXHUICCKUN YHUBEPCHUTET,
2012. — 124 c. — ISBN 5-89838-382-4. — TekcT : 37€KTPOHHBIH // DIEKTPOHHO-ONOIHOTeYHAS
cuctema IPR BOOKS : [caiit]. — URL: http://www.iprbookshop.ru/6993.html

Y4yeOHO-MeTONMYECKAS

1. AmunapoB A. B. JlaGopaTOpHBIi NpakTHKYM IO MaTeMaTHYECKHM METOJAaM 3alluThl MH(pOpManuu :
yue0.-MeTo1. yKazauus s crell. "KommbrorepHas 0e30macHOCTh, "MaTemaTtndeckoe 00ecleYeHrue 1
aJMMHUACTpHUPOBaHUEe MHpoOpMaIoHHBIX cucteM" / A. B. AmMunapos, A. M. Heaumos, C. M. Panees.
VYnesHOBCK : Yul'Y, 2016. 55 c. - URL: ftp://10.2.96.134/Text/Amiranov_2016.pdf

2. Cyrsipknna E. A. Meroandeckue yka3aHus K J1a00paTopHBIM paboTaM MO AUCHUILTHHE «BpenoHocHbe
IporpamMMbl B KOMITbIoTepHBIX cpenax / E. A. Cyreipkuna; Yiul'V, ®ak. MmateMaTHKy, HHGOPM. U aBHaILl.
TEXHOJIOTUH. - YIbsSHOBCK : Y'Y, 2021.

0) [IporpammHoe obecnieueHune
MoitOduc CranmgapTHbiii, AabT Paboyas craHius 8.
Jlnst 06pazoBaTeabHOTO Mpoliecca 1Mo JaHHOH TUCIUILIMHE HeoOX0auM crarroHapHbIi kiace [TK

C YCTaHOBJICHHBIM CJICAYIOIINM IIPOIrpaMMHBIM oOecIIeUeHHEM :
— RadASM,
— WinAsm Studio,
— MS MASM,
— fasm,
— NASM,
— Hex-Rays IDA Pro Disassembler,
— OllyDbg.
— MS WinDbg,
— Syslnternals,
— Qt Creator / Qt,
— Eclipse CDT.

8) Ilpogheccuonanvhvie 6a3vi OAHHBIX, UHPOPMAYUOHHO-CAPABOUHBLE CUCHIEMbL

1. D1eKTPOHHO-0MOINOTEYHbIE CHCTEMBI:

1.1. IPRbooks : anekTpoHHO-OMOIMOTeYHast cucTeMa : caidT / rpynna komrnanuid A [Tu Ap Menua. - Capatos,
[2020]. — URL: http://www.iprbookshop.ru. — Pexum gocrtymna: Iuisi 3aperucTpup. Noib3oBaTenei. - TekcT :
3JEKTPOHHBIN.

1.2. FOPAWT : snextpoHHO-6uGIHOTEUHAs cucTeMa : caitt / OO0 DnekTponHoe m3aatensctBo FOPAUT. —
Mockga, [2020]. - URL: https://www.biblio-online.ru. — Pexxum moctyma: juis 3aperucTpup. Mmojib30BaTelNe. -
TeKCT : 3NEeKTPOHHBIMN.

1.3. KoHCynbTaHT CTyJEHTA : 3JEKTPOHHO-OMOMMoTeunas cuctema : cadt / OOO Ilonurexpecypc. — Mocksa,
[2020]. — URL: http://www.studentlibrary.ru/catalogue/switch_kit/x2019-128.html. — Pexum nocrtyna: mis
3aperucTpup. Noib30oBareneil. — TEeKCT : IMeKTPOHHBIIA.

1.4. Jlans : anekTpoHHO-OMONMMoTedHas cucteMa : cait / OO0 OBC Jlans. — Cankr-IlerepOypr, [2020]. — URL:
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https://e.lanbook.com. — Pexwum moctyma: [uist 3aperucTpup. mois3opareneii. — TeKCT : JIIeKTPOHHBIM.

1.5. Znanium.com : 3JeKTpOHHO-OMOMMOTEYHass cucteMa : caiit / OOO 3nanuyM. - Mocksa, [2020]. - URL:
http://znanium.com. — Pexxum noctyma : st 3aperiucTpyp. Mmoyib3oBatelieil. - TeKCT : 3eKTPOHHBIH.

1.6. Clinical Collection : KoyuteKIus Ui MEAUIIMHCKAX YHUBEPCUTETOB, KIIMHUK, MEITUIIMHCKUX OHOIHOTEK //
EBSCOhost : [mopran]. — URL: http://web.a.ebscohost.com/ehost/search/advanced?vid=1&sid=e3ddfb99-ala7-
46dd-a6eb-218513e0876a%40sessionmgr4008. — Pexxum nmoctyna : ajist aBTOpH3. moib3oBareneil. — Teker :
3JEKTPOHHBIMN.

2. KoncyastantIliroc [DnekTpoHHEIN pecypce]: cripaBouHast mpaBoBas cucteMa. /O00 «KoncynpranT [Imocy -
OnekTpoH. aaH. - Mocksa : Koncynsrantllimtoc, [2020].

3. ba3bl JaHHBIX NEPUOTUIECKHUX W3TAHUIA:

3.1. baza maHHBIX EPUOAMYECKUX U3JaHUH : 3ieKTpoHHbIe xypHaAIEl / OO0 UBUC. - Mocksa, [2020]. — URL:
https://dlib.eastview.com/browse/udb/12. — Pexum pgoctyma : muisi aBTOpW3. Tojib3oBareied. — TekcT :
3JEKTPOHHBIMN.

3.2. eLIBRARY.RU: nayunas snekrponHas oudnunoreka : cadr / OOO Hayunas DnexrponHas bubnmoreka. —
Mocksa, [2020]. — URL: http:/elibrary.ru. — Pexxum moctyma : Iuisi aBTOpW3. ToJb3oBareiei. — TekcT :
3IEKTPOHHBIN

3.3. «Grebennikon» : oamextponHas Oubmmoreka / W/ T'pebennmkoB. — Mocksa, [2020]. — URL:
https://id2.action-media.ru/Personal/Products. — Pexum moctyma : juisi aBTOpu3. monb3oBareneid. — Tekcr :
3IEKTPOHHBIN.

4. HammmoHanbHAsl 3JIEKTPOHHAS OHOJIMOTEKA : AJICKTPOHHAS OMONMMOTEeKa : (enepanbHas TOCyIapCTBECHHAS
nHpopMaIoHHas cuctemMa : cadt / MunucrepctBo Kymbrypel P® ; PI'b. — Mocksa, [2020]. — URL:

https://H36.pd. — Pexxum moctyna : i1 moiabp30Barescid HayqdHOH OnOIMoTekn. — TeKCT : 3IeKTPOHHBIH.
5. SMART Imagebase / EBSCOhost : [moprain]. - URL:

https://ebsco.smartimagebase.com/?TOKEN=EBSCO-1a2{f8c55aa76d8229047223a7d6dc9c&custid=s6895741.
— PexxuM moctyna : st aBTOpH3. MoJib3oBaTeneil. — 300pakeHue : 3JIeKTPOHHBIE.

6. ®enepaababie HHGOPMATMOHHO-00Pa30BaTEIbHbIE MOPTAJIBI:

6.1. EnnHoe okHO JtocTyna K 00pa3oBaTeNbHBIM pecypeaMm : ¢penepanbHbiil nopran / yupeautens GI'AOY 10
HPI'OIT u UT. — URL: http://window.edu.ru/. — TEKCT : 3JIEKTPOHHBIH.

6.2. Poccuiickoe obpazoBanue : ¢enepanbHblii ioptan / yapenutens PILAOY IO HPTOIT u UT. — URL:
http://www.edu.ru. — TeKCT : 37I€KTPOHHBIIA.

7. O6pa3oBaTeabHble pecypesl Yal'y:

7.1. Dnextponnas Oubmmoreka Yiul'Y : momynms ABHUC Mera-ITIPO / OO0 «Jlara Oxcmpecc». — URL:
http:/lib.ulsu.ru/MegaPro/Web. — Pexxum noctyma : juid monb3oBaTeneil HayyHoi OmOnmorekn. — Teker :
3IEKTPOHHBIN.

7.2. OGpazoBarenbhblid moptan Ynl'Y. — URL: http://edu.ulsu.ru. — Pexxum pgoctyma : ans 3aperucTp.
MOJIb30BaTeNel. — TEKCT : AIEKTPOHHBIN.

12. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JJUCHUIIJINHBI

Aymuropust -3/316. Aynutopusi Uil MPOBEACHUS JIEKUIMOHHBIX, CEMHUHAPCKUX M MPAKTUYECKUX
3aHATUH, TEKYLIEro KOHTPOJS M IPOMEXYTOUHON aTrTecTaluy, TIPYINOBBIX M HWHIUBUIYaJbHBIX
KOHCyJIbTalMi. KOMIIIEKT NepeHOCHOro MyJIbTUMEAMHHOro 00OpYyNOBaHUs: HOYTOYK C BBIXOJOM B
Wntepner, skpan, npoekrop, Wi-Fi ¢ noctynom B MaTepuer, SUOC,IBC. 432017, YabsiHOBCKast 00JacTh,
r. YabsiHOBCK, yi. HabGepexnas pexu CBusry, 1. 106-3 kopmyc.

Aymutopuss 240 s TpoOBEmEeHHWS — JTA0OpAaTOPHBIX M TMPAKTHYECKUX  3aHATHH,
TEKyLIEr0  KOHTPOJII W TNPOMEXKYTOYHOM  aTTeCTallid, TPYNIOBBIX W WHAWBUAYaJIbHBIX
KoHCynbTamuid. 11  MepcOHANbHBIX  KOMIBIOTEPOB,  MPOEKTOP, OSKPaH, CHCTEMbl  3alUTHI
unpopmaruu: Cobonb, Axkopm, Dallas Lock, Secret Net Studio. Cepep Vimark, AIIKIII
"Kontunent", Mapmpyrtuzatopsl Cisco, Cucrema 3amutel wuHpopmammn  ViPNet. 432017,
VYnbsHOBCKas 0011, T YIBSHOBCK, yi Habepexxnas pexu Ceusry, a 106-2 xopmyc.

Aynuropust -230. AymuTopus Ui CaMOCTOSTEIbHOH padOThl. AyAMTOPHS YKOMILIEKTOBaHA
YYEHHYECKOU MeOeIbI0. 16 MmepcoHaIbHBIX KOMITBIOTEPOB.

Aymuropust -237. UnTanbHbIi 3a0 HaydHOH OMOMMOTEKH C 30HOHM ISl CAMOCTOSITENILHON padoThI.
Aynutopusi yKOMIUIEKTOBaHa Y4YeHHYecKoil MeOenpto. KoMmIbloTepHass TexXHHMKa, TEJIEBU30p, 3KpaH,
npoekTop. Cron mist s ¢ OB3. 432017, YnpsHOBCKas 0071aCTh, T. YJIBSTHOBCK, p-H JKeIe3HOI0pOKHBIMN,
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yi. Habepesxnas p. Cusirn, Ne 106-1 xopmyc.

Peanuszaius mporpaMMbl IUCIUIUIMHBI TpeOyeT Hanu4us yueOHOH gadopartopuu. O00pynmoBaHUE
y4eOHOM JTab0paTOpUu: IMOCAIOYHBIC MECTa MO KOJIMYECTBY CTYIACHTOB. TEeXHUYECKHUE CPEACTBA O0YUCHHUS:
KOMITBIOTEPHI C JTUIICH3HOHHBIM TPOTPAMMHEIM 00€CIICYCHUEM:

— RadASM,

— WinAsm Studio,
— MS MASM,

— fasm,

— NASM,

— Hex-Rays IDA Pro Disassembler,
— OllyDbg.

— MS WinDbg,

— Syslnternals,

— Qt Creator / Qt,
— Eclipse CDT.

13. CIIEHUAJIBHBIE YCJIIOBUA JJIAA OBYYAIOLIUXCS C OTPAHUYEHHBIMHU
BO3MOXHOCTSAMU 310POBbS
B cnywyae HeoOXoauMocCTH, 00yYalOMMMCs U3 YKcia JIUL C OrPaHUYCHHBIMH BO3MOKHOCTSIMH
370poBbs (110 3asBJICHHIO O0YYAIOIIErocs) MOTYT MPEIJIaraThCsi HEKOTOPhIe M3 CIEAYIOIINX BapHAHTOB
BOCTIPHATHS HH(POPMALIUH C YyYETOM UX MHINBUAYAJIBHBIX ICHXO(PU3NIECKUX 0COOCHHOCTEH:

- JUIS JIML C HapyILIEHWsSMU 3pEHHs: B MedaTHOW QopMe yBeNMYeHHBIM MIpHUPTOM; B Qopme
3JIGKTPOHHOTO JIOKyMeHTa; B (opme ayauodaiiina (mepeBo] yueOHBIX MaTepHalioB B ayauodopMmart); B
nedaTHoll  Qopme Ha sa3pike  bpaiing; uMHIuMBUAYyadbHblE  KOHCYJIbTallUM C  IIPUBJICUCHHUEM
TU(IOCYPIONIEPEBOTUMKA; HHANBUAYAIbHBIC 3aaHUs U KOHCYJIbTALUHY;

- Ui JHUI C HapylIeHWsMU ciyXa: B medatHoW ¢Qopme; B (opMe 3IIEKTpOHHOTO TOKYMEHTa;
BU/ICOMATEpUalbl ¢ CyOTHTpaMH; WHIMBHIYaJIbHbIE KOHCYJIBTAIIMU C NPHUBJICYEHHEM CYpIONECPEBOIINKA;
WHIWBUAYaJbHBIE 3aJaHNs 1 KOHCYJIbTAllHH;

- JUIS JIML C HapyIIEHWSMH OIOPHO-JBHUTATENBbHOTO ammaparta: B medaTHoW ¢(opme; B dopme
3NIEKTPOHHOTO JOKYMEHTa; B (popme ayanodaiina; HHIMBHAYaIbHBIC 3alaHNS 1 KOHCYJIBTALIIH.

B ciaydae HE0OXOIMMOCTH HCHONB30BAHUS B Y4eOHOM IIPOIECCE YaCTUYHO/MCKIIOUUTEIHEHO
JMCTAaHIMOHHBIX 00pa3oBaTeNbHBIX TeXHOJOTHM, opranu3anus padotsl [IIIC ¢ obywarommucs ¢ OB3 u
MHBAIUIAMH MPETyCMaTPUBACTCS B 3JIEKTPOHHONH MH(POPMAIMOHHO-00pa30BaTEIbHON Cpesie ¢ yU4eTOM HX
MHIVBHUIYAIBHBIX ICUXO(PH3MIECKUX OCOOCHHOCTEH.

CvreipkuHa ExareprHa AnekceceHa
=HO

PazpaboTums:
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